CHAPTER 10

MONITORING OPERATIONS




Learning Objectives

« Review the tools used to view logs
and monitor devices.

- Configure log settings on the
Management Server and Security
Gateway.

« Use predefined and custom queries to
filter log results.

« Monitor devices.
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- SmartConsole

« SmartView Monitor

Tools Review

« SmartView

°
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The SmartConsole Tool

- Traffic visibility tools help
administrators:

£ <
* Monitor traffic and connections. W
* Analyze log data. SmartConsole’
 Troubleshoot events. 81.20.9700.633

* Quickly respond to changes in
traffic flow patterns or
suspicious security activities.
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SmartConsole - Logs View

g K Queries C | G | Q O Last24 Hours ~ Enter search query (Ctri+F
Showing first 50 results (291 ms) out of at least 112 results R .
, 1 « Monitor traffic and

Today, 9:15:38 AM QO 9 E e e 5 192.168.5.7  Walter_Laptop  Chrome Walter S 192,168.72.15
Today, %:15:38 AM 9 9 E == e 192.168.5.7 Walter_Laptop Chrome Walter 5 192,168.61.14 f
Today, 9:15:38 AM QO 9 E e e 192.168.5.18  Skyler_Laptop Chrome Skyler &5 192.168.72.15 q u e ry O r

~ Today, 9:15:38 AM QO 9 E e e 5 192.168.5.18  Skyler_Laptop  Chrome Skyler 5 192.168.61.14 . .

Loss& Today, 8:18:05 AM QO 9 B e e 5 192,168,510 Saul_Win Chrome Saul S 192.168.72.15 I n fo rm atl O n
s Today, 8:18:05 AM QO 9 E e e 5 192,168,510 Saul_Win Chrome Saul S 192,168.61.14 -

Today, 8:18:05 AM QO 9 E e e 5 192.168.5.18  Jesse_Laptop Chrome Jesse 5 192.168.72.15

U Today, 8:18:05 AM QO 9 E = e 5 192.168.5.18  Jesse_Laptop Chrome Jesse 55 192.168.61.14
Today, 8:18:05 AM ¢ 9 5 == —— 10.1.0.50 &5 10,2027 Adobe Flash Protection Violation .
Today, 8:18:05 AM ¢ 9 E —em - 10.1.0.40 &5 102022 Web Client Enforcement Violation L4 C u Sto m q u e rl e S Ca n
Today, 8:18:05 AM 9B j==1] 10.1.0.10 B 10,2.0.57 Web Client Enforcement Violation

NAGE Today, 8:18:05 AM 9 E e e 10.1.0.39 5 10.2.0173 Web Client Enforcement Violation b H I t d

Bl Today, 8:18:05 AM | I ==-] 10.1.021 5 19, Web Client Enforcement Violation e e a S I y C re a e

Today, 8:18:05 AM O E = - 10.1.0.52 S5 1020103 Web Client Enforcement Violation . .
Today, 8:18:05 AM 9 E e o 10.1.0.25 5 10.2.0241 Web Client Enforcement Violation u S I n g p re d efl n e d
Today, 8:18:05 AM 9 E = [===1 ] 10.1.0.26 == 10.2.0.15 Web Client Enforcement Violation
Today, 8:18:05 AM ¢ 9 E mem - n 10.1.0.42 &S 102,073 Web Client Enforcement Violation L
Today, 8:18:05 AM ¢ 9 E == =-m 10.1.0.41 5 1020210  Adobe Shockwave Protection Violation S e a rC h fl Ite rS B
Today, 8:18:05 AM ¢ 9 B == —— 10.1.0.44 55 1020124 Web Client Enforcement Violation
Today, 8:18:05 AM ¢ 9 E mam mm 10.1.0.37 S 10.2.0.149 Web Server Enforcement Violation S r h It
Today, 8:18:05 AM ¢ 9 E =—m o 10.1.0.50 5 10.2.0.102 Cisco Protection Violation e a C re S u S a re
Today, 8:18:05 AM ¢ 9 5 e — 10.1.0.36 &5 10.2.045 Cisco Protection Violation .
Today, 8:18:05 AM ¢ 9B == 10.1.0.7 B 10.2.0.189 Web Server Enforcement Violation Ve ry q u I C k
Today, 8:18:05 AM ¢ 9 E == = 10.1.020 &S 1020112 Windows SMB Protection Violation "
Today, 8:18:05 AM ¢ 9 E mem - 10.1.049 S 10.2.0.155 Application Servers Protection Violation
Today, 8:18:05 AM Q9 E == 10.1.0.35 S 10.2.0.207
Today, 8:18:05 AM Q 9 E = s 10.1.0.44 1 10.2.0.24
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SmartConsole - Monitor View

G: - | ¥9 ovjecs - | @ install Policy '[[‘]‘J' Discard | Session ~ | B Changes | ) Pub

Columns: *+ N X | & saipts+ 2 Adions + {5 Monitor ‘ | Q Search...

[ — o} 1
= Status | Name IP Version | Active Blades | Hardware | CPUUsage || Recommended Updates
GATEWAYS
& SERVERS | R I - 198.51.100.7  R81.20 HABOVOLYY 2
& | Scripts v | =
Jluster 17.23.5.1 R81.20 i [P — : e =
l: Ations i I Device & License Information - BranchOffice €0 x
te-Cluster-member-A  17.23.5.2 R81.20 <
N = B Se=s < > ¢ b
ggﬁi:g G Monitor Ite-Cluster-member-B 17.2353 R81.20 | ()Gt
| © License status ) 1 IP Address: 198.51.100.7 A
©| View.. i,W 198.51.100.5 R81.20 «  System Counters BranchOffice i State  Connection with ‘BranchOffice' is lost [
~ N\ | Edit.. chGw 192.0.2.100 R81.10 B System
'y
P | clone. rGw 192.1626.100  R81.20 D=  Firewal >
e X | Delete 19202200 RSt oo
e B Toffic ¢ Anti-Bot & Anti-Virus >
Q| where Used... 100.168.189  R81.20
v & Zero Phishing >
e Copy To Clipboard 19216267  R8120
SE‘RVI‘CES Copy As Image w 192.0.22.1 R80.40 & Application Control >
@ 2 Remote-2-gw 192.0.23.1 R80.40 @ Threat Emulation Scanned Files in the Last 7 Days: 0
Malicious Files Detected in the Last 7 Days: 0 >
{:(:)} Q 2 Remote-3-gw 192.0.24.1 R80.40 Remaining Quota on Cloud: "Wait*
MANAGE & o = Remotg.4.gw 192.0.25.1 R80.40 Monthly Quota on Cloud Used: NaN%
SETTINGS
Q £ Remote-5-gw 192.0.26.1 R81  Threat Extraction >
Q G2 RemoteBranchGw 198.51.100.120  R80.40 @ URL Filtering >
Q 3 ThreatEmulationDevice 192.0.111.13 R81
D IPs >
& IPSec VPN > ¥
<L 1>

.
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Logs and
events

Performance

Regulation
compliance
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The SmartView Monitor Tool: Monitor View

d - Check Poil iew Monitor

%
@ All Gateways

< | All Gateways

[ custom
B B Gateways Status
) Firewalls Gateway Name P Address Average CPU_ | Active Vitual Memory | Disk Free % | Version
(@ AN Gateways 19216267
58 fl" VP“’( 192.16.26.100
198511005
19202200
EuropeBranchGiw 19202.100
BranchOffice 19851.100.7 . .
& Corporate-Clustermember-8 | 172353 ° M O n I to r F I re W a I | S
& Remote 5w 1920261 y
&imgnt 10060.145 18%( 6.63GB 54 RB120
Remote-3gw 1920241
Gateways, and VPNs
& ThreatEmuationDevice 1920.111.13 3 =
&) Remote-Tgw 1920221
&) Remote-4gw 1920251
& Comorste ClustermemberA | 17.2352
RemoteBranchGu 198,51.100.120

< > C @&

« Not used to view logs.

1P Address: 198.51.100.5
State: ‘Connection with *Corporate-GW' is lost

L]
Corporate-GW

O Firewall >
@ Zero Phishing >
@ Application Control >
@ Threat Extraction >
@ IPs >
@ 1PSec VPN >
@ Anti-Bot & Anti-Virus >
D URL Filtering >

[ ]
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The SmartView Tool: Log View

B2 A-GUI on CCSE-Host - Virtual Machine Connection - 0O g
File Action Media View Help (
BHO@O@O®|u i >I|E
M SmartView x| + v = {
& > C A Notsecure | bitpsy//10.1.1.101/smartview/ 2 % O @
SMS A-GW/A-GW-Cluster A-GW-01 AGW-02 @ A-SMS-02 ASME
0‘ g”mzcr?V::wT 2 cpadmin v
Buatzavors - [Q sou o[ = oroeig « Browser-based tool
Statistics “ A. Confidence Le... | Protection Type “
= Nlomnsn ©00 e  wm  Oneae - used to access a Log
== 56.53% © Febg 2023 11:31:50AM ) & B
€ Threat Emulation  ===———=1 23.63% © Febg,2023936:36AM @ @ [E comminf & HTTP Emu... am_delta_patch_1.381.3255.0_e62e0556cb6b1dab21b8: 1 -
[J @ HTTPS Inspection  =m==——=1 19.52% © Febs,20239:36:30AM @ @ B o if @ HTTP Emu.. 38419047_0882aca7c6c28d9c0b0ee7317f4f0bf7a74ble S e rV e r to V I e W I O g S -
O system Monitor === 0.11% © Febg 20239:36:30AM ) @ B crrmf. @ HTTP Emu.. 38419048 818baa7a7816dce1b1343ef0e1
[ & smartEvent Client === 0.07% ©® Feb8,2023 9:36:30 AM 2 ¢ B @ HTTP Emu... 38419049_09bef314ca03271ch35eb06c63da26475d953;
[ & Threat Extraction === 0.07% © Febg,202303630AM £ @ B § HTTP Emu... 38419050_655531a44a45b22c0034d0a07d4f42dd56a7! R .
[ 88 Application Control 1==————1 0.04% © Febg, 20230:3630AM £ @ B & HTTP Emu... 38419051_e7703d75a50d999395784d4644116027533¢¢ s Y U R L I S C a S e — S e n S I tl V e
(1 URL Fitering oo © Febg,202393630aM @ @ B @ HTTP Emu.. 38419052_abd423b2a1fad42117aede0b7b6e48b6da121 "
Action © Febg,20239:3630AM @ @ B @ HTTP Emu.. 38419053 0a72d86e3eaa2f3650/0a4bfd3273e5383bb 13
[0 @ Accept e 99.86% ©® Feb 82023 9:36:30 AM B @ B oot & HTTP Emu... 38419054 _94ede20c50e79b95aa1d1732015479f790828 3
[ @ Detect = 0.14% O Febg, 202383630 @ @ B @ HTTP Emu.. 38419055_523066473cf79bof4feea5430918ef283f03a61 .
© Febs,20239:3630AM @ @ B oo if @ HTTP Emu.. 38419056_ba6fc5333236¢3417002375605b2b8353¢365! ° N Ot u S e d to m O n Ito r
Tyg 5o \ 00.19% © Febg,20239:3620AM @ @ B @ HTTP Emu.. 38419058 27c5h7e8ddaf4b1af8be619c319f7fco1f302af: .
0 # control ; 081% © Febs,202393620AM @ @ B @ HTTP Emu.. 38419059_513b842ae1fc45a5bb140ee1d1862585e941f d e V I C e S
® Febs 20239:3620AM @ @ E @ HTTP Emu... 38419060_425618d612ae7dd3bd402562e84210e5838a( "
Severity © Febg,202393620AM @ @ B £ HTTP Emu... 38419061_05e533ce1525de3a6b14dfb7230114261a7a3
[0 === Informational === 100.0%
© Febs,2023936290AM @ @ B @ HTTP Emu.. 38419062_001f22e48360b8d5d54402¢515237ebf422831 {
Confidence Level O Febg,2023936204M @ @ B s @ HTTP Emu.. 38419063 3393fbSh61cb5a20110b6ed42dc1e09c2etel
[0 e NrA = 100.0% © Feb 8,2023 9:36:29 AM 0 @ B cooomnf. & HTTP Emu... 38418051_3a5h166f83600d)g4 27339632070 14d676(
Protection Type 0 © B ook @ HTTP Emu 38418052_ e 54¢ 5!
R W!

https://log server IP address/smartview
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Tool Comparison

Tool — e How to Access
Logs r Stats

Desktop client running on Windows host

SmartConsole Yes Yes (SmartConsole Client and Portable
SmartConsole) and Web SmartConsole

SmartConsole Logs & Monitor = Tunnel &

SmartView Monitor No Yes L
User Monitoring

SmartView Yes No Web browser to access a Log Server

This chapter focuses on using SmartConsole to view logs and monitor statistics.

[ ]
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Understanding Logging

—
—
o Send Logs Default
(o}
* Log Storage .
. Security Management Server
* Log Indexing
* Log Size .
Management = Security Gateway
0 Send Logs Optional
Dedicated Log Server

[ ]
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®

PLEASE

NOTE

[ ]
& cHeckpoinT

A dedicated Log Server can be used for
organizations that generate a lot of logs.

Logs can be configured to be automatically
forwarded to the Security Management Server or
dedicated Log Server, according to a schedule.

This is discussed in the CCSE course.

©2023 Check Point Software Technologies Ltd. 403



Why Collect Logs?

.
& cHeckpoinT

- Research alerts, rejected

connections, and failed
authentication attempts.

- Analyze traffic patterns.

- Meet compliance

requirements.
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Log Configuration on the Management Server

Check Point Host - mgmt

+) Network Management Machine
NAT Name: ’mgm‘. | Color ‘. Black vl
=)- Logs
Local Storage |EpPPddress Resolve from Name
o vtoggrg| | 2 1PV A | | ateways ervers
Comment l I V i eW .
Secure Intemal Communication:  [Trust established ] Communication
Platf .
- « General Properties
Hardware: | Open server v | Version: |R81.20 0S:|Gala v| | Get

* Logs

s Management (7)

e s i Y S SN IE Y S i d NN s v i\

Network Policy Management [[] User Directory SmartEvent
Secondary Server Provisioning [[] SmartEvent Server
[ Endpoint Policy Management (] Compliance [[] SmartEvent Comelation Unit
Logging & Status

[ identty Logging J
oA W

°
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Log Configuration - General Properties

heck Point Host - mgmt

General Properties
-Network Management
-NAT
[#-Logs
Other

f‘\‘wu—u

[ ]
& cHeckpoinT

0 |x

Machine

Name: | mgmt

IPv4 Address: | 10.0.137.103

Resolve from Name

IPv6 Address: |

color: | Black v

Comment: |

Secure Internal Communication:

Platform

Hardware: |Open server

= Management (7)

Network Policy Management

Secondary Server

[JEndpoint Policy Management

Logging & Status
[Jidentity Logging

Trust established

|

Vv | Version: |R81.20

[Juser Directory
Provisioning

Compliance

0S:  Gaia

Communication...

SmartEvent
[[]SmartEvent Server

D SmartEvent Correlation Unit

N N T g N N T O N i S i I AP

« Ensure Logging &
Status is enabled.

- Enabled by default on
the Primary
Management Server.

« Must be enabled on a
Secondary Server.
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Check Point Host - mgmt

General Properties
+)- Network Management
NAT

.%\

.
& cHeckpoinT

[4 Enable Log Indexing

n The Log Indexing uses more storage to provide fast log quenes

14 gateways have configured this machine as their log server

Q View
Gateway IP Address Comments
£3 ThreatEmulationDevice 192.0.111.13 Threat Emuation
= Remote-5-gw 192.0.26.1 ICAP server
5 Remote-4-gw 192.0.25.1 Remote-4-gw
&R Remote-3-gw 192.0.24.1 Remote-3-gw
E£8 Remote-2-gw 152.0.23.1 Remote-2-gw
£ Remote-1-gw 192.0.22.1 Remote-1-gw
&3 OfficeGw 192.16.26.7 OfficeGw
8 HeadquarterGw 192.16.26.100 HeadquarterGw
B HQgw 152.0.2.200 Main Office gateway
£8 EuropeBranchGw 192.0.2.100 Europe Office gateway
&3 Corporate-G\W 158.51.100.5 First Office gateway
3 Corporate-Cluster 17.23.5.1
&8 BranchOffice 198.51.100.7 Second office gateway
£ RemoteBranchGw 158.51.100.120 RemoteBranchGw

Type

Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts
Send Logs and Alerts

P AL PN s S U e P T e e A e o

:

Log Configuration - Enable Log Indexing

- Enabled by default.

« Disabling increases the log
query time.

« Click View to see the
Gateways configured to send
their logs to this Log Server.
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Log Configuration - Local Storage

Check Point Host - mgmt

- General Properties
--Network Management|
i NAT

E| Logs
Export

Additional Logging

0 | x

I Disk Space Management I

Measure free disk space in: @ MBytes O Percentage

When disk space is below (3000 & MBytes, issue alert: | Popup Alert v
When disk space is below (5000 2] MBytes, start deleting old files.

[] Run the following script before deleting old files:

Use Monitor Information window to view current state of log partition.

I Daily Logs Retention Configuration I

] Apply the following logs retention policy:

Keep indexed logs for no longer than |14 S| days

Keep log files for an extra 3650 > | days

B N i

WWWWWVWMW\J’\

See student guide for explanation of settings.

[ ]
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« Disk Space
Management

« Daily Log Retention
Configuration

408



Log Configuration - Export

Check Point Host - mgmt

« Settings related

E;:zlekp:;:r;f;em Export logs to the following syslog/SIEM servers: tO the eXpO rt Of
Loge +] X Q Seorch logs to a
Security
| o Addidonal Logging Information and
Q search.. r= e Event
Management
0 A (SIEM) server:
ARt i . General, Data
Manipulation,
and Attachment
After you configure a Log Exporter, you must run Install Database. settings.

)
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Log Configuration - Additional Logging

Check Point Host - mgmt

See s

[ ]
& cHeckpoinT

0| x

- General Properties
@-Network Management I Log Forwarding Settings I
:'NAT [JFrorward log files to Log Server:
[=l-Logs
.~ Local Storage Log forwarding schedule: Manage
~Export
IS / dditional Logging I Log Files I
— Ofhier [[Jcreate a new log file when the current file is larger than 1000 2| MBytes
[]create a new log file on scheduled times Manage...
IAdvanced Settings i
[Jwhen disk space is below 100 2| MBytes, stop logqing.
Update Account Log every 3600 : Seconds
Turn on QoS Logging
Detect new Citrix ICA application names
D Accept Syslog messages
[]smartEvent Intro Correlation Unit
e T S VI T e S N N o N Y AN N N G o N W W g i LY.

tudent guide for explanation of settings.

« Log Forwarding
Settings

« Log Files

- Advanced
Settings

410



Log Configuration on the Security Gateway

.’j Objects ~ 0 nstall Policy

Check Point Gateway - Corporate-GW

- General Properties

[+ Network Management
- NAT

- HTTPS Inspection
- HTTP/HTTPS Proxy

i+ ICAP Server

- Anti-Bot and Anti-Virus

[#)- Threat Emulation

- Threat Extraction
Zero Phishing
- Platform Portal

[+ ldentity Awareness

- UserCheck
- Mail Transfer Agent
-1

- IPSec VPN
- VPN Clients

i Local Storage

‘... Additional Logging
- Fetch Policy
- Optimizations

Hit Count

[+ Other

...._'\A——-\_‘

.
& cHeckpoinT

[ save logs locally, on this machine (Corporate-GW)

Send gateway logs and alerts to server (mgmt)

P V.

« Similar process as
configuring logging on
the Security Management
Server.

Gateways & Servers view:

* Logs

411



Gateway Log Configuration - Logs

a_:.v

[— o]

==

==
GATEWAYS
& SERVERS

°
& cHeckPoINT

.” Objects ~

@ Install Polig

Check Point Gateway - Corporate-GW

- General Properties

E|~ Network Management
- NAT

HTTPS Inspection

- HTTP/HTTPS Proxy
- ICAP Server

- Anti-Bot and Anti-Virus
- Threat Emulation

- Threat Extraction

- Zero Phishing

- Platform Portal

E|~ |dentity Awareness

- UserCheck

Mail Transfer Agent
IPS
- IPSec VPN
- VPN Clients
=8 Logs |

i Local Storage

E] Save logs locally, on this machine (Corporate-GW)

Send gateway logs and alerts to server (mgmt)

i ‘... Additional Logging
A R e N e it

TN ST Ny e S N N

TN NI N N NV

>

o

- Save logs locally, on the

machine [Gateway]

Send Gateway logs and
alerts to the server
[Management Server]
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Gateway Log Configuration - Local Storage

Q: - | W objects~ O
Check Point Gateway - HeadquarterGw

General Properties
Network Management I Disk Space Management I

NAT
HTTPS Measure free disk space in: @ MBytes (O Percentage

HTTP/HTTPS Proxy [ When disk space is below 20 = MBytes, issue alet: | Popup Alett v
ICAP Server

xle? and i‘mrx‘-Vms [ When disk space is below 5000 % MBytes, start deleting NL:;\e D i S k S p a Ce
Threat Extraction [J Run the following script before deleting old files Popup Alet
ZeroPrshng bl Aot Management

Platform Portal SNMP Trap Neﬂ
Kentity Awareness User Defined Alert no. 1

UserCheck Reserve 500 2 M for packet captuing, | User Defined Alet no. 2
Mail Transfer Agent User Defined Alert no. 3

© Use Monitor Information window to view cument state of log partition
Addtional Logging

Fetch Policy

Optimizations

Hit Count

Other

[ ]
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Gateway Log Configuration - Additional Logging

RP Objects @ Install Policy Session §§

Check Point Gateway - HeadquarterGw

- General Properties

—= [#- Network Management Log Forwan?ing Settings .
= -
o - NAT [[J Forward log files to Log Server: ° L 0 g F O rwa rd I n g
GATEWAYS - HTTPS Inspection
& SERVERS - HTTP/HTTPS Proxy Log forwarding schedule: Manage..
(- ICAP Server .
_ .. Anti-Bot and AntiVirus | [ Log Files e Lo g Files
(- Threat Emulation
& : e i 1000 =
: . - Threat Extraction | Create a new log file when the cumrent file is larger than - | MBytes
: - Zero Phishing [[JCreate a new log file on scheduled times Manage... T
 Pifom Potl « Advanced Settings
. [+ ldentity Awareness Advanced Settings
~ - UserCheck =
L ) .. Mail Transfer Agent When disk space is below 1002 MBytes, stop logging. \
& Logs [CJ Reject all connections when logs are not saved.
. Additional Logging Update Account Log every 36002 Seconds
u - Fetch Policy e
T - Optimizations Tum on QoS Lagging
- Hit Count Detect new Citrix ICA application names
(- Other

Include TCP state information: Never v

e Dt

[
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Installing the Database

%
+
D
(1]

o

Manage policies and layers...
Open Object Explorer...

New object

Publish session
Discard session

Session details...

Install policy...
Verify Access Control Policy...

Install database...

N N T N VTN N T

[ ]
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Ctrl+O
Ctrl+E

v

Ctrl+S
Ctrl+Alt+S

Ctrl+Shift+Enter

After the log configuration is

complete, the next step is to install

the database.
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Track Options for Rules (Logs Tab)

« Show the most relevant traffic
patterns in the logs.

- Provide an understanding of user
behavior.

- Provide data for reports.

For training purposes, most examples
use an Access Control Policy.

[ ]
& cHeckpoinT

Logs are useful
iIf they show the
traffic patterns in
which you are
interested.
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Configuring Track Options in a Rule

SECURITY
POLICIES

°
& cHeckPoINT

Corporate Policy

“
» Access Control
I\g Policy
%6 NAT
» Threat Prevention

» HTTPS Inspection

wwMWm

SmartConsole Security Policies

View:

- Access Control — Policy

417



Track Options

- In the Track column, click the down arrow to view tracking options.

.
& cHeckpoinT

S = X I = =~ @ hnstallPolicy [\, [ Actions~

Source Destination VPN Services & Applicat... Content

¥ Security Gateways Access (1-2)

1 Administrator G3 Admins Corpora... % Any | &8 Manage Services *  Any @ Accept
Access to
Gateways -
2 Stealth rule * Any Corporam * Any * Any * Any @ Di @
v VPN (3)

The More option is discussed later in this chapter.

B Log

None

Log
Alert »
Accounting

More ...

418



Track Options - None, Log, and Account

==  None
B Log

Alert

Accounting

More ...

[ ]
& cHeckpoinT

____Option | Descripon ____|

None

Log
(Default Option)

Accounting

Do not generate a log for this rule.

Enables log tracking for the rule.
Information includes:

 Source

» Destination

 Source Port

« Destination Port

Updates the log at 10-minute intervals.

Information includes:
« Upload bytes
 Download bytes
 Browse time

419



Track Options - Alert

Alert Description

D Aceept T R T None Do not generate a log for this rule.
© oprop B Log ‘ Alert* Generate a log and run a script.
= | Htone é e : SNMP* Send SNMP alert or run a script.
; /:N:p :tg . Mail* Send an email or run a script.
Z‘:'mm ayer = NA User Alert 1-3* Sepd one to threp customized alerts
@ user st — defined by a script.
@  Useralerts

[ ]
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Alert Scripts

Corporate_Policy

“

£ ~ Access Control

2, BWanage policies and layers... Ctrl=0
:= WDpen Object Explorer... Ctrl<E
% Bew object »
N Ppublish session ctrl=s
T WPiscard session Ctri=Alt=S
PN (3)
bession details...
Office LAN
© Wnstall policy... Ctrl=Shift-Enter te LANs
erify Access Control Policy... ccess To Intemet @-5)
nstall database...
Zone
ninstall Threat Prevention Policy...
ver
lanage licenses and packages...
gartProvisioning... MZ (6-11)
ndpoint »
Global properties...
‘ummary  Details
View »
About Check Point SmartConsole...
© Hep F1
| Alt=F4

€ Updates
c N UserCheck
[ Client Certificates @
(@) &, Application Wiki

£ @ Installation History

Menu — Global Properties — Log and Alert — Alerts

°
& cHeckPoINT

Logs

-

il =

Corporate-

Corporate-

Branch Offis

Corporate L}

ExternalZory

Proxy Servel

ExternalZory

History

(& FireWall

- Remote Access

NAT - Network Addre
Authentication

Identity Awareness

User Directory
QoS

Carrier Security
UserAuthority
User Accounts
ConnectControl
Stateful Inspection
- Log and Alert
Time Settings

IPS
UserCheck
Hit Count
Advanced

Alert Commands

Send popup alert to SmartView Monitor
[J Run popup alert script

[[J Send mail alert to SmartView Monitor

Run mail alert script

[intemal_sendmail = alett + mailerroot |

[J Send SNMP trap alert to SmartView Monitor

Run SNMP trap alert script [intemal_snmp_trap localhost

Send user defined alert no.1to SmartView Monitor
[ Run UserDefined script

Send user defined alert no.2to SmartView Monitor
[J Run UserDefined 2 script

Send user defined alert no. 3to SmartView Monitor
[J Run UserDefined 3 script

System Alerts

Set the default track option for this type of alert | Ajert

Cancel

Alerts can be
configured to send
a popup alert to
SmartView Monitor
and/or run a script.
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Track Settings - More

25it}

Services & Applications Content

25 Manage Services * Any

Track Settings

Tack [ Log

Alert: = None
fd Accounting

Log Generation

v %, per Connection

€& per Session

oK Cancel

Action Track
& Accept L
== None
X
@ Drop E] Log
Alert
@ Accept
Accounting
S
§< Web Control Layer - N/A
@ Accept B Log

[ ]
& cHeckpoinT

Provide additional
track options for log
detail that is tracked
and log generation
per connection,
session, or both.
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Track Settings — More (Continued)

Track Settings © X | Track Settings ® X

Track: E Log " Track [E Leog ~ o None
Alert: == None . Alert: = None v
E] Log == None y Log

%/ B oetaed og Z @ aen - Detailed Log
log Ge B BxtendedLog | Log Ge = SNMP « Extended Log

. . Mail
v N v N

@ Useralert1
(5 4 items available (5 Lo

@ Useralert2

01 User Alert 3

OK Cancel 7 items available

[ ]
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Track Settings — More (Continued)

Track Settings

——

Track [ Log
Alert: == None ‘ ‘
E Log

= / E Detailed Log

Log Ge E] Extended Log

e 4 items available

OK Cancel

[ ]
& cHeckpoinT

Use Detailed Log for a cleanup rule
(Any/Internet/Accept) of an Applications and
URL Filtering Policy Layer that was upgraded
rom an R77 Application Control Rule Base.

BEST

PRACTICE

Detailed Log and Extended
Log are only available if one or
more of these Software Blades
(features) are enabled on the
Layer:
Applications & URL Filtering
Content Awareness

Mobile Access
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Log Generation Option

Track Settings

Track: = Log
Alert: = None

fd Accounting

Log Generation

€ per Session

v *, per Connection

OK

Log Description
0 x Generation

Cancel

per Enable to show a different log for each
connection connection in the session.
» Default for rules in a layer with only
firewall enabled.

per session Enable to generate one log for all the
connections in the same session.
» Default for rules in a Layer
with Applications and URL
Filtering or Content Awareness enabled.

Accounting option is the same as covered previously.

[ ]
& cHeckpoinT
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Log Queries

« Can return thousands of results.

« Network performance is not
impacted because the log view
typically only displays the first 50
results.

) ,
1LOB®
« Results can be exported to a

comma separated value (CSV) ‘
file.

.
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SmartConsole Log Options

« View the first 50

results.
_ S: - | §@ Objects ~ | € Install Policy
- Use predefined
queries to collect General Overview | “+
specific logs.

« Create custom SmartConsole Logs & Monitor view — Logs tab
queries to collect
specific logs.

[ ]
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Navigating SmartConsole Log Queries

a s Queries QC Gl Q OLast24Hous -

Showing first 50 results (291 ms) out of at least 112 results

A T. Seve
- Today, 31538 AM O 9 B === we— ater Laptop  Chwome Walter W 192687218
Today, %1538 AM O 9 B = e Walter Lagtop  Chwome Walter
O 9 F == e Skyler_Laptop Skyber
”~ O 9 E mam s Skyser_Laptop Chegme Skyber
G5 & o9 =— == Saul_Wn Saut
e O 9 E mae sees Saul_Win Cheome Saut
O 9 5 === s W 192168508 Jesse Laptop Creome Jesse - martCOnSOIe
Q{) O 9 5 == s 168.5.18  Jesse_lagtop (home Jesse
| B o) = 0 - H
v S —— w2 Web Chent Ent plcally
¢ 9 E e 10.1.0 = w02 Web Chent Enforcement
¢ 9 E mum - 10.1.0 - 102 Web Chent Enforcement -
T ; isplays the
| A o w29 10.1.052 W 1020103 Web C
¢ 95 = - 10.1.0.25 - 02 Web ¢ -
ST irst 50 results.
O 95 = - e & 102073 Web C slation
| B - == W 1020210 Adobe Shockwave Protection Violation
9 E ™ e 0.44 . 102 Web C
@ 0L - 101037 W 1020149 Web Server Enforcement
O 9 5 e — 3 - (o Protectian Vesl
| 8 J e ce— 10.1.0.36 LB Cisco Protection Violation
| 8 J = 10107 - 102 Web Server Enfoccement Violation
L 8 J = 0.1 . Windows SMB Protection Violation
| 8 J === 101,049 - Appacation Servers Protecton Vickstson
o9 = 101,038 -~
O 9 0w — ~ =i 102024
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- Used to filter logs based on specific
criteria.

« You can use as is or modify them to
include/exclude existing criteria.

- You can also save predefined queries

to a My Favorites list (discussed later).

[
& cHeckPoINT
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Viewing Predefined Log Queries

| §@ objects ~ | & install Policy

General Ovenview

= Yoaueiies | £ > | O | G l Q@ Last 24 Hours ~ Enter search query (Ctrl+F) 3
Z o

GATEWAYS
& SERVERS Showing first 50 results (5.8 sec.) out of at least 4,988 results >

= ” Origin H A.. ” Source H Source User... H Destination ” Service

&2 Corporate-GW & =5 22.20.105.88 [i_1 proxy Server (... HTTP_proxy...
2 Corporate-GW & =5 22.20.105.88 [0 proxy Server (... HTTP_proxy...
&2 Corporate-GW & =5 22.20.105.88 [i_1 proxy Server (... HTTP_proxy...

Today, 2:29:34 AM
SECURITY
POLICIES Today, 2:29:34 AM

= = =

Today, 2:29:34 AM
™ Today, 2:29:34 AM A cp_mgmt

LOGS & Today, 2:29:34 AM
MONITOR

2 cp_mgmt

Today, 2:29:34 AM A cp_mgmt

@ Today, 2:29:34 AM A cp_mgmt
INFINITY

SERVICES Today, 2:29:34 AM A cp_mgmt

A

Today, 2:29:34 AM (A cp_mgmt

{c}} Today, 2:29:34 AM 2 p_mgmt

6 ¥

PENEIG X | Today, 2:29:34 AM 2 cp_mgmt

SETTINGS

\.
/3

¢
Oo
]
4
4
4
Today, 2:29:34 AM R 3 cp_mgmt
4
4
4
4
4
4

Today, 2:29:34 AM (A cp_mgmt

2 cp_mgmt

2

°
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 Click the Logs tab.

« Click Queries.
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Default Time Query — Last 24 Hours

| ﬁ Objects ~ | @ install Policy

GATEWAYS
& SERVERS

SECURITY
POLICIES

£
LOGS &
MONITOR

P

INFINITY
SERVICES

General Overview | +

Yoaueies | & D> |C| G

Q \G) Last 24 Hours |~

@© Last Hour

Q®© Today
(© Last 24 Hours

Today, 2:29:34 A
© VYesterday

Today, 2:29:34 A
© This Week

Today, 2:29:34 A

Today, 2:20:34 A O L2st7 Days
A @®© This Month
@© Last 30 Days

Today, 2:29:34
Today, 216:12 A
Today, 2:16:12 Af © All Time
Today, 216:12 Af © Custom

(Since 817 AM)
(17-Feb-23)

(Since 16-Feb-23 9:17 AM)

(16-Feb-23)

(Since 12-Feb-23)
(Since 10-Feb-23)
(Since 01-Feb-23)
(Since 18-Jan-23)

ﬁrop OR reject OR block)

.100.1
.100.1

Server (...

Server (...

Server (...
Office (1...
Office (1...
Office (1...

Today, 2:16:12 AM 2=z

Today, 2216:12 AM H

= =

3 BranchOffice
3 BranchOffice

BranchOffice (1...
BranchOffice (1...

ns) out of at least 232 results

‘ Source User... ‘ Destination

198.51.100.255
198.51.100.255
&S 192.168.88.9
B 192.168.88.9
172.24.250.10
fra15s28-in-f10....
fra15528-in-10....
&S5 68.232.35.182
&S 68.232.35.182
172.103.211.130...

’ Service

nbname (UDP/137)
nbname (UDP/137)
FW1_log (TCP/257)
FW1_log (TCP/257)
domain-udp (UDP/S3)
dest-unreach (ICMP)
dest-unreach (ICMP)
dest-unreach (ICMP)
dest-unreach (ICMP)
dest-unreach (ICVP)

°
& cHeckPoINT
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Query Organization

S: - | §9 objects ~ | @ install Policy

S: - I ﬁ Objects ~ | 0 Install Policy

General Overview | 4 —

Kaueries | £ > |C| G I QO Last 24 Hours ~ Enter search query (Ctri+F)

Add to Favorites... (Ctrl+D)  first 50 results (5.8 sec.) out of at least 4,988 results G Eenera I OVC view I +

Organize Favorites... (Ctrl+S) - || Source | Source User... ‘ Destination Service' 3 Usg|
= te-GW @ =5 22.20.105.88 78 Proxy Server (... HTTP_proxy...
£ My favoriies te-GW @ ®H 22.20.105.88 [0 Proxy Server (... HTTP_proxy...
v * Predefined te-GW @ &5 22.20.105.88 ()} Proxy Server (... HTTP_proxy... * Que"es I < > | G | G
I A1 Recards ; A
@ Aeris ;

¥ System
© Not Allowed Traffic
@ Allowed Traific

List of predefined queries Add to Favorites... (Ctri+D)

Organize Favorites... (Ctri=5)

» k¢ My Favorites _

v * Predefined

» O Access
» @ Threat Prevention

» & DDoasS Protector
Q HTTPS Inspection
» 3% Anti-5pam & Email security Blade

» )il More
PRSPV o PN W PPN oo W N NN oot WD R N e A

Predefined My Favorites

.
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You can save existing queries or add custom
queries to this list for future use.

You can also create additional folders to organize
the queries in a way meaningful to you.

[}
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Selecting a Query

S: - | §4 objects ~ | © Install Policy

General Overview

Add to Favorites... (Ctrl=D)

Organize Favorites... (Ctrl=5)

orporate-GW

» & My Favorites
v ¢ Predefined
IM( A Recards

@ Aleris

Fa Sysiem

° Not Allowed Traffic h

Narne: Not Allowed Trafiic
Query: action:(drop OR reject OR block)

» @ DDosS Protectar
@ HTTPS Inspaction

» B4 Anti-5pam & Email security Blzde

» D)l More

°
& cHeckPoINT

orporate-GW
orporate-GW
uropeBranc...
uropeBranc...
orporate-GW
uropeBranc...
orporate-GW
orporate-GW
orporate-GW
orporate-GW
orporate-GW
orporate-GW
uropeBranc...

orporate-GW

= orporate-GW
""’*‘}\j}"""’"’ T el A

10.55.248.217
10.55.250.106
10.55.248.145
10.30.150.8
10.30.150.8
10.55.251.133
10.30.146.38
10.55.248.71
10.55.250.106
10.55.248.248
10.043.6
10.55.251.133
10.0.34.182
10.30.146.38
10.55.248.217

Joe Roberts
Joe Roberts

Joe Roberts

Paul Harris4

10.5.245.152
10.111.166.9
10.111.166.9
10.37.212.170
10.37.212.170
10.111.165.253
172.29.40.222
10.103.133.47
10.111.165.8
10.111.165.211
10.31.86.173
10.111.165.253
10.109.145.162
172.29.40.222
10.5.245.152

htt

=
&

°
o

AAAARE ¥

T |l T
Iy

= o -

T | T

AE:
AT

htt

« Select a query to run from
the list.

« The new query action
appears in the search bar.
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Add to Favorites... (Ctrl+D)

Organize Favorites... (Ctrl+S)

» ¢ My Favorites
v <k Predefined
I"l All Records
© Alerts
¥ System
@ Not Allowed Traffic
@ Allowed Traffic
» b Access
> @ Threat Prevention
» @ DDoS Protector
@ HTTPS Inspection
» Anti-Spam & Email security Blade

- I Ve

h

[ ]
& cHeckpoinT

« On the Logs tab, click Queries.

- Select a query; for example, Not Allowed

Traffic.
« Click Add to Favorites.
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Adding a Query to My Favorites (Continued)

Add to Favorites... (Ctrl+D) X

Name: ’action:(drop ‘

Folder: % My Favorites z Customize the query details,
as appropriate.

Query: action:(drop OR reject OR block)

Columns Profile: ~ Automatic Profile Selection v

Add Cancel

[ ]
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Adding a Search Filter

Kaueies | £ > |Q| & ‘ Q O Last 24 Hours ~ _ Click here

(@ action:(drop OR reject OR block)
Osrerr01
Today, 2:29:34 AM A | O blade:"Zero Phishing"

| O blade:"HTTPS Inspection”

Today, 2:29:34 AM 22 e
=== Add a search filter:
=EO S

Today, 2:29:34 AM

Today, 2:29:34 AM
Today, 2:29:34 AM == U

ISource: Destination:  Blade: Action: Service: Port: Source Port: Rule: Origin:  User:  Other Fields:

R e S Y i P e I S

Y N S e TN o WV N I e SNU o WA S Vo e VY Y S NPV NDNIPIPAINIIY sa S e WENDNIDES VAR o S

*
-

URLs Files

G Q = Click here

© src:127.0.0.1
(© blade:"Zero Phishing"

(© blade:"HTTPS Inspection”

Add a search filter:

Source:  Destination: Blade: Action: Service: Port: Source Port: Rule: Origin: User:  Other Fields:

.
& cHeckpoinT

To or bottom of page:

Click in the search
bar, then click link to
add search criteria.
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Creating Complex Queries

- When a query is created, the
criteria is displayed in the Query
Definition field at the top of the
window.

- The basic query syntax is:

[]

[ ]
& cHeckpoinT

Boolean
operators

Wildcards

Fields
Ranges
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Using SmartConsole Query Language References

New Tab +

Loas X General

Y Queries Q| & | Q O Last24Hours ~ Enter search query (Ctrl+F) =[] a

Showing first 50 results (29.6 sec.) out of at least 108 results

A. T. Source Machi... Client Type Tops O . .
Today, 8:18:05 AM 9 E = e &5 192.168.5.10  Saul_Win Chrome C I |Ck e |th er
Today, 8:18:05 AM 9 E = 5 192.168.5.10  Saul_Win Chrome » Top Sources Q uer S n taX
Today, 8:18:05 AM ¢ E = B 192.168.5.18  Jesse_Laptop Chrome * Top Destinations y y
Today, 8:18:05 AM ' E] i o Y s s s o B 192.168.5.18 Jesse_Laptop Chrome *+ Top Services | i n k .
Today, 8:18:05 AM 9 E == —e 10.1.0.50 » Top Actions
Today, 8:18:05 AM ' @ o o = 10.1.0.40 * Top Blades
Today, 8:18:05 AM 9 E == == 10.1.0.10 * Top Origins
Today, 8:18:05 AM 9 5 mem 10.1.0.39 * Top Use'_s .
Tadav. 8:18:05 AM W = === 10.1.0.21 > Top Applications

URLs Files

Q Enter search query (Ctrl+F)

- Query Syntax

[ ]
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Query Language Online Help

[ J Knowledge Base Feedback Security Awareness Join the
e CHECK POINT SUGGESTED Community
YOU DESERVE THE BEST SECURITY rAmIne
ccse MIND (TRAINING) ~ HACKING POINT CYBER RANGE CERTIFICATIONS JUMP START
Search Q You are here: Logs & Monitor > SmartConsole and SmartView Query Language l
Welcome to « » =B / Always Use the Onllne
SmartConsole Online .
Help - documentation as
SmartConsole and SmartView Query 2
Q
How to Search in this 3 your reference source
Book Language 2 :
I | | & when creating custom
v A powerful query language lets you show only selected records from the log files, according to your .
SmatConsole criteria. To create complex queries, use Boolean operators, wildcards, fields, and ranges. This q u e rl eS
section refers in detail to the query language. -
Gateways & Servers ¥V
When you use SmartConsole [ to create a query, the applicable criteria show in the Query search
Security Policies v bar.
Logs & Monitor A The basic query syntax is [<Field>:] <Filter Criterion>.
SmartEvent To put together many criteria in one query, use Boolean operators:
Log Exporter [<Field>:] <Filter Criterion> {AND|OR|NOT} [<Field>:] <Filter Criterion> ... °
18 January 2023 Was this helpful? lﬂ? Q] © 2022 Check Point Software Technologies Ltd.

[}
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There are many methods to access online Help
and documentation:

Quantum R81.20 Home Page (sk173903)

Check Point Support Center

SmartConsole application menu — Help

Question mark icon on SmartConsole window
(when present)

[}
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Tops Tab

W9 Objects ~ | @ Install Polig

i

Y Queries | € (64

Time

Today, 2:29:34 AM

Today, 2:29:34 AM
Today, 2:29:34 AM
~ Today, 2:29:34 AM £ Q)
LOGS & Today, 2:29:34 AM
MONITOR
Today, 2:16:12 AM 2z ¢
Today, 2:16:12 AM .9
y Today, 2:16:12 AM

=
=\

Today, 2:16:12 AM

0
e

Today, 2216:12 AM

Today, 2:16:12 AM
Today, 12:41:17 AM
Today, 12:41:17 AM

Today, 12:41:17 AM

@

Today, 12:41:17 AM

URLs Files

O C\A Q Current G

—W Found 0 results

(
@
o
Cy
o
r
1
§
&

wy F

7
37
7)
257)

‘UDP/53)

1ICMP)

JICMP)

MP)
.37)

TLS Server H Tops ©

» Top Sources

* Top Destinations

v Top Services
https

http

v Top Actions
Drop
Block

= » Top Blades
* Top Origins
* Top Users

» Top Applications

61.06%
38.94%

°
& cHeckPoINT

Provides a way to filter logs
in top categories.

Expand any heading on the
Tops tab to see the top items
in that category.

Click any link to see only the
logs associated with that
selected item.

442



Log Details

Log Details

° Block

Log Info
Origin

Time

Elade

Froduct Family

Tyoe

Application / Site
Application Name
Pnmary Category

Additional Categaries

Application Risk

Application Description

Traffic
Source

Proxied Source IP

Detalls Matched Rules

hitps Traffic Blocked from 10.55.248.71 to Crashplan(10.102.13347)

&= Corporate-GW
o) Today. 12:41:17 AM
E-!gAppli( ation Control

b Access

[F] Lo

ﬁ Crashplan

File Storage and Sharing

High Bandwridth, Encrypts communi...

mors

[ High

CrashPlan is a downloaded applicati...

morg

@ 10552481

10.55.248.71

Policy

Action

Palicy Management
Policy Name

Palicy Date

Layer Name

Access Rule Name

Accounting

Browse Time

Actions

Repart Log

More

& Block

ny-mgt

corporate-new-favor_Simplified

19 Feb 14, 6:54:08 AM

Application_layer

High Risk Drep
00h 00m 00s
Report Log to Che

[ ]
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« Double-click to view log
details.

 Details include log
information and policy and
traffic flow details.

« Click any link to view more
information.
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Monitoring Traffic and Connections

- SmartConsole and SmartView Monitor provide similar monitoring
features with some viewing features unique to SmartView Monitor.

SmartConsole | SmartView Monitor

Gateway Status Yes Yes
System Counters Yes Yes
Traffic Yes Yes
VPN Tunnel Monitoring No Yes
Remote Users No Yes

This course focuses on monitoring with SmartConsole.

[ ]
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Gateways & Servers - Status Column

* - Q Ssearch.

N X & scipts~ [ Adions~ 5 Monitor

OK

Status lame Version Hardware CPU Usage i
f:zé:erf, (] BranchOffice 198.51.100.7 R81.20 BVEEDY O 3000 Appliances & %% 2 ?
(] g Corporate-Cluster 17.23.5.1 R81.20 o=} 26000 Appliances & 1% ‘j
- & Corporate-Cluster-member-A 17.23.5.2 R81.20 26000 Appliances .
- & Corporate-Cluster-member-B  17.23.5.3 R81.20 26000 Appliances L] Atte n tl O n
(] Corporate-GW 198.51.100.5 R81.20 BWEOmME D 23000 Appliances @m 24% _/
(] G2 EuropeBranchGw 192.0.2.100 R81.10 BEEDY O 5000 Appliances & 17% w,
] 2 HeadquarterGw 192.16.26100  R81.20 SO @ 23000 Appliances @ % 2
(] 6 HQogw 192.0.2.200 R81 B¢ 99 15000 Appliances & 18% ’ Y P r’o b I e m
(] €& mgmt 10.0.73.236 R81.20 RS S Open server a 7% 4
(] G2 OfficeGw 192.16.26.7 R81.20 D909 23000 Appliances & 14% /
(] Remote-1-gw 192.0.22.1 R80.40 0090 1590 Appliances & 1% 24
(] &2 Remote-2-gw 192.0.23.1 R80.40 BT Q 1550 Appliances @& % 3 W N
(] Remote-3-gw 192.0.24.1 R80.40 BEETYQ 5000 Appliances @ 6% 4 hd a Itl n g
(] G2 Remote-4-gw 192.0.25.1 R80.40 BEEDY O 5000 Appliances @ 24% 4/
] Remote-5-gw 192.0.26.1 R81 w 5000 Appliances @ 6 2
(] RemoteBranchGw 198.51.100.120  R80.40 Open server - %% 2 .
o |o mestmitoroese  wmormn o s m  Disconnected
?
1
{
« Untrusted

A

Summary  Tasks Alerts Licenses

°
& cHeckPoINT
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SmartConsole: Monitor View

Two ways to monitor
devices. From the Gateways
& Servers view:

 Right-click a device and , |

Scnpts

Actions

19851.100.7

re-Cwiter-member AJ

Verslon Active Blades

R81.20 iﬁ&'ﬁ@ﬂoga T 3000 Applences @111 9%

Hardware CPU Uage Recommended Updates

- [
:
=
:

|8
K] Adem 2
v O ; © Do Rib c>¢c0
SeIeCt M o n itor- P 7 :Mm' o ney © Low Sume Q # Addvas 1IRSL WO ~
lew.. w * Syt Coewer BranchOffice T e Canmection with BamehOMr b bt
A N\ | et hGw 8 Sricm
. . _1““. l % Cone.. 16w .‘: Qivew >
« Select a device and click Sl | x| o o= :
. . ‘ i YWhere Used.. @ Zore Prsbing >
the Monitor icon. C e >
oeces [ Coophsimmpe I ——
N T W ey s T s Thaaa
= | Semyommdm | e ;
- AGE & (] D Remote4-gw © Bette ’
S l (] 0 RemoteS.gw S
@ M RemotebarchGw MMM 2
(] M ThreatfmulationDewce ors >
Q@ Frac VN >
<l >
[}
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Review
Questions

[ ]
& cHeckpoinT

. Which tool can be used to collect

and view logs and monitor devices?

. How many logs are typically

displayed in the default view?

. What information is available in the

Gateway & Servers Monitor view?
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Lab 10A

Elevating Traffic
View

[
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Lab 10B

Monitor System
States

[
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