CHAPTER 7

CHECK POINT NAT




Learning Objectives

- Discuss how NAT (Network
Address Translation) affects
traffic.

- Describe how to configure
manual and automatic NAT.
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Check Point NAT Overview

NAT is a method of mapping
an IP address to another IP
address.

From IETF:

A method by which IP
addresses are mapped from
one realm to another in an
attempt to provide transparent
routing to hosts.
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Example Flow Using NAT

Internal computer
sends a packet to

an external
computer.
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Security Gateway
translates the
source |IP address
to a new IP
address.

External computer
returns a packet
to the Security
Gateway.

Security Gateway
translates the new
IP address back to
the original IP
address.

Packet from the
external computer

is routed to the
correct internal
computer.
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Translation Methods

Static NAT:
« One-to-one relationship between private and public IP addresses.

« Useful for servers or hosts that require a consistent address accessible from
the Internet.

Hide NAT:

« Many-to-one translation that hides many source |IP addresses behind one or a
few IP addresses.

« Useful when fewer IP addresses are available.
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IMPORTANT

INFORMATION
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For protocols where the port number cannot be
changed, Hide NAT cannot be used.

To distinguish between connections, the source
port of the connection must be also changed.
For this process, port allocation with the Global
NAT (GNAT) feature is used.

GNAT is discussed in the CCTE course. For
further information, see SecureKnowledge

article sk26202 - Changing the kernel global
parameters for Check Point Security Gateway.
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- Two types of NAT rules:

« Automatic

« Manual

- Part of the NAT Policy.

- Generally viewed and
configured with
SmartConsole.

[
& cHeckPoINT

©2023 Check Point Software Technologies Ltd. 312



Automatic NAT Rules

Automatic NAT Rules

In most cases, the NAT Policy is automatically
populated with the necessary rules.

The Security Gateway creates the rules automatically,
based on the defined network object proper.
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Manual NAT Rules - Example Uses

- Specified IP addresses - Translation of services
(destination and source) or (destination ports)

services (ports
(ports) . Translation of IP addresses

- Static NAT in only one for dynamic objects
direction

 Translation of source and
destination |IP addresses in
the same packet
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®

PLEASE When using manual NAT rules, Proxy ARP is
NOTE required.
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Rule Enforcement

Manual Rule Enforcement:
« First manual NAT rule that matches connection is enforced.
Automatic Rule Enforcement:

« Two automatic NAT rules that match a connection can be enforced:

* One rule for the source

* One rule for the destination.

[ ]
& cHeckpoinT 316



You can enable automatic NAT rules for these
SmartConsole objects:

PLEASE « Security Gateways
NOTE « Hosts

 Networks

* Address Ranges
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Hide NAT

Translated Original Packet

T T

IP 203.0.113.1 192.9.100.10
Port 12531 80

192.9.100.10
T T
IP 192.9.100.10 203.0.113.1
Port 80 12531
Reply Packet

12531

Internet x

Hide NAT

Original Packet

T

IP 10.1.1.101 192.9.100.10
Port 1305 80
10.1.1.101

B
- -x—f B

T
IP

192.9.100.10 10.1.1.101
Port 80 1305

Translated Reply Packet

New S-Port Outside (Public) Original S-Port Inside (Private)

10.1.1.101
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Translation
occurs on the
server side.
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Hide NAT Configuration

Host

B Public FTP Server
bject Comment

Enter O
1cer Voject L

cnc

Values for address translation
General

|| Add automatic address translation rules

Network Management
Translation method: Hide

2L ® Hide behind the gateway
Advanced Hide behind IP address
Servers

Install on gateway: * Al
Groups ® Add Tag

oK

Cancel
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Configured by manually
creating rules in the NAT
policy or by enabling NAT on
the desired network object.
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Configuring Hide NAT Rules

- Two rules are created automatically.

» The first rule prevents the translation of packets traveling from the translated
object to itself.

* The second rule instructs the Security Gateway to translate packets whose
source IP address is part of the company’s network. This rule translates

packets from private addresses to the |IP address of the exiting interface of
the Security Gateway.

- Modify IP address information associated with traffic packets as
they pass through Security Gateway.
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Static NAT

Original Packet A-GW Translated Original Packet
[ | o | oesinaion | L e e
IP 85.10.1.4 203.0.113.50 1. 2 3 85.10.1.4 10.1.1.101
10.1.1.101
Outside Inside
[~ ]
\ ]
Internet ———— x f 9
85.10.1.4 10.1.1.101
[ | s [ e [ s « I T
IP 203.0.113.50 85.10.1.4 10.1.1.101 85.10.1.4
Translated Reply Packet Reply Packet
12531 203.0.113.1 1305 10.1.1.101
Static NAT

°
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Assigned to a
server that
needs to be
accessed
directly from
outside the
Security
Gateway.



Configuring Static NAT Rules

- Configuring a Security Gateway to perform Static NAT for a host is
like to configuring a Security Gateway to perform Hide NAT using
another externally accessible |IP address.

- Configuring an object for automatic creation of Static NAT rules
adds two rules to the Address Translation policy. Both rules are
translating rules.

» For routing to work properly, Translate to IP Address configuration must be on
the same subnet as the Security Gateway’s IP address.

 When Automatic NAT rule creation is used, it makes the necessary
adjustments to the ARP configuration.
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Proxy ARP for Manual NAT

- Technique by which a proxy server on a given network answers the
Address Resolution Protocol (ARP) queries for an IP address that is
not on that network.

- The proxy is aware of the location of the destination and offers its
own MAC address as the destination.

- Traffic directed to the proxy address is typically routed by the proxy
to the intended destination using another interface or tunnel.

https://en.wikipedia.org/wiki/Proxy ARP

[ ]
& cHeckpoinT 323



Proxy ARP Configuration

- Two-part process:

1. Configure Layer 2-to-Layer 3 matching on Security Gateway / each cluster
member.

2. Create relevant Manual NAT rules and install the policy.

Layer 2-to-Layer 3 matching is used to match IP addresses of the relevant
hosts on the Internal network (where the hosts are located) to the MAC
address of the Security Gateway on the External network (where the IP
addresses of these hosts should be published).
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®

PLEASE

NOTE
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Check Point supports the Automatic Creation of
Proxy ARP for Manual NAT rules on the Security
Gateway. This streamlines the process.

See sk114395 - Automatic creation of Proxy ARP
for Manual NAT rules on Security Gateway.

©2023 Check Point Software Technologies Ltd. 325



NAT Global Properties

Global Properties

T

(H-Firewall

- Authentication

B VPN

-|dentity Awareness
[-Remote Access

- User Directory

- Carrier Security

- UserAuthority

- User Accounts

- ConnectControl

- Stateful Inspection
[-Log and Alert

- OPSEC

- Data Access Control
--Non Unique IP Addres
- Proxy

(1T

N
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Automatic NAT rules
[] Allow bi-directional NAT (for more details see help)
Translate destination on client side

[¥] Automatic ARP configuration
[ ]Merge manual proxy ARP configuration

Manual NAT rules

Translate destination on client side

IP Pool NAT
[]Enable IP Pool NAT

NS N A YV I A S L e s e

Address exhaustion track:  JNone {@Log () Alert
Address allocation and release frack:  (0) None ( Jlog
Ve i\ i/ e Y iy i g e g (e e e N ey Y ey

Influence how
NAT is handled
by a Security
Gateway.
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Automatic NAT Rules

- Allow Bi-directional NAT:
» Applies to automatic NAT rules in the NAT Rule Base.

* Allows two automatic NAT rules to match a connection.

« Translate Destination on Client Side:

« Applies to packets originating at the client with the server as the destination.
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Automatic NAT Rules (Continued)

- Automatic ARP Configuration:

* Ensures that ARP requests are answered by the Check Point Security
Gateway.

- Merge Manual Proxy ARP:

* Merges the automatic and manual ARP configurations.
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Manual NAT Rules

« Firewall rulebase rule that handles connections from the Internet to
the object on which NAT is performed - Use the real (untranslated)

address for the NATed object.

- Connections that are not sent to a security server - Use the NATed
(fake) address for the NATed object.
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1. List the two types of rules that Check
Point NAT supports for address
translation.

Review 2. What is the difference between Hide
Questions NAT and Static NAT?
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Lab 7A

Configuring
Network Address
Translation
Policy
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