CHAPTER 2

CHECK POINT GATEWAY AND SERVER
DEPLOYMENT




Learning Objectives

- Describe the basic functions
of the Gaia operating system.

- ldentify the basic workflow to
install Security Management
Server and Security Gateway
for a single-domain solution.




Deployment Overview
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Gaia Operating System Overview
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Gaia Operating
System Interfaces
, _ CLI (Command Line Interface)
« Requires operating-

level settings: - Gaia Clish
* I[P addresses « Bash
Network interfaces

Routing parameters :
uting p GUI (Graphical User Interface)
System updates and

backup settings « Gaia Portal browser-based

User authentication, shell
permissions, roles



In computing, a shell is a software program that
lets users interact with a computer by giving it
iInstructions.



Security Operations Framework

Security Management Server - Management processes

Software Security Gateway - Firewall and VPN processes

Security Management Server — Gaia only (no enforcement
modules)

Security Gateway - Gaia + Firewall & VPN Kernels

Kernel

Security Management Server - Smart-1 appliances or open server
Security Gateway - Quantum Security Gateway

Hardware




aia Command Line Interface

- Easy-to-use CLI for
command
execution.

- Enhanced Help
system with auto-
completion.

- Two types:
* Gaia Clish (default)

 Bash (Expert mode)
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Accessing the Gaia Clish

1. Connect using:

» SSH (secure shell)

» Gaia Portal (web browser)

« SmartConsole

2. Log in with the Clish username and
password.

* Default is admin and admin (on
appliances)

» Configured during Gaia install (on open
servers)

«




Accessing Export Mode

. After logging into Clish, run

the following command:

. When prompted, type the

password.

. Type to exit Expert

mode and return to Clish.



Syntax:

operation feature parameter

View all commands the user

show commands ..
has permissions to run.

show commands feature <TAB> View list of features.

show commands op <SPACE> <TAB> Show all possible operations.

Show full system version

show version all _ )
information.



IMPORTANT

INFORMATION

Guidelines for Gaia Commands

« Log out of the CLI after completing your
session.

« Limit access to the Export mode to only those
who are trained and experienced with CLI
usage and operation.

« The syntax for many commands is case-
sensitive.



Guidelines (Continued)

A-GW-B1

Unauthorized access of this server is prohibited and punishable by law.

login: admin
Password:
Last login: Mon Oct 2 15:13:5Z2 on ttyl

A-GW-81

Unauthorized access of this server is prohibited and punishable by
login: admin

Password:

Last login: Mon Oct 2 15:13:5Z2 on ttul

A-GW-B81> expert

Enter expert password:

Warning?! All configurations should be done through clish
You are in expert mode now.

[ExpertBA-GW-B81:818 _

law.

Be aware if you
are you working
in the Gaia
Clish or Expert
mode.



First Time Configuration Wizard

R81.20 First Time Configuration

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click Next to configure your system

Platform: Open Server

Run using the
CLI Expert mode
or Gaia Portal.



Running the First Time Configuration Wizard

o This system is for authorized use only.

Usermame admn

Password:  eecssnns




Gaia Portal

« Web-based interface for appliances and
open servers running Gaia.

« Features include:

e Clientless access from supported
browsers

* First Time Configuration Wizard

* Network Management

¢ System Management

|||||

|||||

..............
...........

* User Management

* Maintenance
* Web access to the CLI



- From a supported browser, navigate to:

®

PLEASE
NOTE

You can also access the Gaia Portal
from SmartConsole.




aia Portal
Interface -
Overview
Page

1. View mode
2. Toolbar (top)

3. Navigation tree
(left side)

Open Server.
A

L

View mode:

| ®ove

W

B &= Network Management
s Network Inierfaces
ARP

DHCP Server

s Hosts and DNS

® |Pv4 Static Rouies

o Qls Gls gl Qls Gl

s NetFlow Expori

El& Sysiem Managemeni
ﬁ' System Passwords
ﬁ' Proxy
ﬁ' Time
ﬁ' Cloning Group
¥ sumip
¥ Job Scheduler
¥ Mail Notification
ﬁ' Messages
ﬁ' Display Format
ﬁ' Session

¥ Crash Data

ﬁ' System Configuration
ﬁ' System Logging
ﬁ' Network Access
ﬁ' Host Access
% Lop
© & Advanced Routing
& DHCP Relay
& BGP

=%

System Overview

A X

Blades

A X

Check Point Security Gateway | R81.20

3.10.0-1160.15.2cpx86_64
64-bit

Kerel:
Edition:
Build Number: 631
System Uptime: 10 minutes

Software Updates: DO new

ded updates detected

Platform:
Open Server

Packets accepted: 57669
Packets dropped: 2021
Peak numberof 537
connections:

Number of 15
connections:

Firewall

Total tunnels: 0
Remote Access 0
tunnels:

Packets encrypted: 0
Packets decrypted: 0

IPSec VPN

IPS

Application Control Update status: up-to-date

URL Filtering Update status: up-to-date

Network Configuration

A X

Anti-Virus

Name! ‘ |Pv4 Address| ‘ |Pv6 Address
eth0 10111 -
eth1 203.0.113.1 -
eth2 192.168.11.1 -
eth3 192.168.12.1 -

lo 127.0.01 -

[[tink Status

O
O w
O w
O w
(©)

Up

oo enne I

Anti-Bot

Threat Emulation

oO

"\l_ln

Threat Extraction

DA

)

Anti-Spam and Mail

The browser Back button is not supported. Do not use it.




Basic and Advanced View Modes

Open Server

A-GW

View mode:

® ovenview

O &% Network Management
& Network Interfaces

& ARP

s Hosts and DNS

s IPv4 Static Routes

© 44 System Management
¥ System Passwords
44 Proxy
¥ Time
¥ Messages
44¥ System Configuration
44 Lo

= 28, User Manzgement
2o Change My Password
20 Users
20 Roles

= CD High Availability

P=REN

L vrap
£ Advanced VRRP

@ & Mainienance
A License Status
 Snapshot Managemeni
#F Sysiem Backup
# shut Down

© 0 Upgrades (CPUSE)

€ Siatus and Actions

Basic Mode

—
System Overview

AX

Blades

Check Point Security Gateway | R81.20

3.10.0-1160.15.2cpx86_64
64-bit

Build Number: 631
System Uptime: 30 minutes

Software Updates: no new recommended updates detected

Platform:
Open Server

Network Configuration

AX

IPv4 Address IPv6 Address

eth0

10111 -
eth1 203.0.113.1 o
eth2 192.168.11.1 -
eth3 192.168.12.1 -

lo 127.001 -

Up
Up
Up
Up
Up

O
O
O
O
o

Throughput

Ax|

Firewall

IPSec VPN

IPS

Application Control

URL Filtering

Anti-Virus

Anti-Bot

Threat Emulation

LODOCRe ¥

Threat Extraction

X

Anti-Spam and Mail

Data Loss Prevention

) @) B

Mobile Access

|

Open Server
AGW,

ystem Overview

@ overyiew [a]

B & Network Management
S Network Interfaces
a ARP

& DHCP Server

Hosts and DNS

1Pv4 Static Routes
NetFlow Export
E 4 System Management
4 System Passwords
44 Proxy
4 Time
44 Cloning Group
4 snvp
¥ Job Scheduler
¥ Mail Notification
HF Messages I
44 Display Format

¥ session

Check Point Security Gateway | R81.20

Kernel: 3.10.0-1160.15.2cpx86_64
Edition: 64-bit
Build Number: 631

31 minutes

System Uptime:

Software Updates: no new recommended updates detected

Platform:
Open Server

Firewall

IPSec VPN

Network Configuration

& Crash Data
¥ system Configuretion
¥ system Logging
¥ Network Access
¥ Host Access
44 LDP
© R Advanced Routing
& DHCP Relay
& sGP
& 16viP
&+ IP Broadcast Helper
& P
R siatic Multicast Routes
& MFC Static Entries
& rip

Name! IPv4 Address IPv6 Address

eth0 1011 -
etht 203.0.113.1 -
eth2 192.168.11.1 -
eth3 192.168.12.1 -

lo 127.001 -

Application Control

URL Filtering

Anti-Virus

Anti-Bot

Threat Emulation >

Threat Extraction é

$
Anti-Spam and Mai]{

Throughput AX

N AN SR e

Mobile Access

Data Loss Preventir{

N T



Toolbar - Configuration Lock

OpenServer,

BICHNG

— [Conﬁguration lock acquired ]
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, I
Sysitem Overview

®oeves = Check Point Security Gateway | R81.20 If you Iog in and no

Oaw Network Management O —— 0 er user aS
Kernel: -10.0- - 12.2Cpx30_| th h

=
a=a Network Interfaces )
Edition: 64-bit

Read/Write access,

&& DHCP Server
System Uptime: 31 minutes

&4 Hosts and DNS )
Software Updates: no new recommended updates detected yo u g et a n eXCI u S I Ve

&u |Pv4 Stetic Routes

P configuration lock with

=] ﬁ* Sysiem Managemeni

e P Read/Write access.

ﬁ Time
ﬁ Cloning Group

£ SNMP

i& Job Scheduler
$FE Mail Notification 1

W\WMM

Platform:
Open Server




Overriding the
Configuration Lock

If a user already has the
configuration lock, you can
override the user's lock.

If you override the lock, the
other user stays logged in with
Read-Only access.

If you do not override the lock,

you cannot modify the settings.

Read/Write access privileges
are required to override a
configuration lock.

Be careful about overriding the lock.
Settings cannot be modified.



Terminal

OpenServer,

A-GW

Terminal
<+ Open terminal A-GW login: |
View mode: | [StemiO =
@ overview =l Check DA | R81.20

= -'1- Network Management

s Kernel:

aw Network Inierfaces )

= Edition: 64-bit

am ARP

2 OHCP Server Build Number: 631

LR

as Hosts and DNS System Uptime: 31 minutes

am

aa |Pv4 Stztic Routes Software Updates: no new recommended updates def _<d
=

== NetFlow Expori
=] ﬁ} Sysiem Managemeni

ﬁ? Sysiem Passwords

ﬁ? Proxy
‘ﬁf Time
*ﬁ? Cloning Group
$E sNMP
4§ Job Scheculer Use the Terminal to run CLI

¥ Mail Notification Platform:

Open S commands.
M’“\M%

S




Scratchpad

Open|Server,

A-GW

Open scratchpad

Scratchpad x

System Overview

@ Overyiew

O aw Network Management

-"‘- Network Inierfaces

&u ARP

1n

DHCP Server
s Hosts and DNS

au IPv4 Static Rouies

I}.

-'-“- NetFlow Expori
=] ‘ﬁ' Sysiem Managemeni

$ Sysiem Passwords

i& Proxy

ﬁ* Time

& Cloning Group

E snmP

$F Job Scheduler

¥ Mail Notification

S

Check Point Se

Kernel:

Edition:

Build Number:
System Uptime:
Software Updates:

Lt

T RR1.20

3.0 .
64-bit

631

31 minutes

no new recommended updates detected

Platform:
Open Server

‘ oK H Cancel ‘

Use for notes or quick
copy/paste operations.



Navigation Tree

.

- Used to navigate to other pages,
including:

* Network Management
* System Management
* User Management

* Maintenance



Network Management

Open Server,

A-GW

@ Overyisw

B aw Network Management

a MNetwork Interfaces
ARP

a DHCP Server

w Hosts and DNS
IPv4 Stztic Rouies

ln gla gl

ln 3

ln gle

a=n MNetFlow Expori

System Overview

Check Point Security Gateway

Kernel:

Edition:

Build Number:
System Uptime:
Software Updates:

| R81.20

3.10.0-1160.15.2cpx86_64
64-bit
631

31 minutes

no new recommended updates detected




System Management

Open Server,

A-GW

| === X

@ overiew ol Check Point Security Gateway | R81.20
& Network Management
& Kernel: 3.10.0-1160.15.2cpx86_64
B 3 Sysiem Managemeni )
Edition: 64-bit
Sysiem Passwords
2 ¥ Build Number: 631
Proxy )
£ System Uptime: 31 minutes
Time
. " no new recommended updates detected
¥ Cloning Group Software Updates: P
4 SnmP
ﬁ' Job Scheduler

4 Mail Notification

ﬁ' Messages

ﬁ' Display Format

ﬁ' Session

iﬁ* Crash Daia

ﬁ' Sysiem Configurztion

- : Platform:
‘ﬁ} Sysiem Logging

ﬁ' Network Access
ﬁ' Host Access

$ LLDP ;

Open Server

T




User Management

Open Server,

A-GW N> [N =]

<
View mode: [ Advancad v ]
@Overview

aa Network ivianagement
ﬁ' Sysiem Managemeni
£ Advancad Routing

B 28 User Management

®8 Change My Passviord
28 Users
28 Roles

System Overview

Kernel:

Edition:

Build Number:
System Uptime:
Software Updates:

&, L= . .
<8, Passwor| Roles are seis of permissions assigned

to users

®o auihentication Servers

®¢ sysiem Groups

Check Point Security Gateway | R81.20

3.10.0-1160.15.2cpx86_64
64-bit
631

31 minutes

no new recommended updates detected




Maintenance

Open Server,

A-GW

@ Overyisw

.'!'. Network Management

& Sysiem Management

&+ Advanced Routing

®8 User Manzgement

X High Availability

= ;’ Maintenance
A License Status
4" Snapshot Management
o" Sysiem Backup
f’ Downlozd SmariConsole
 shut Down

System Overview

Check Point Security Gateway | R81.20

Kernel: 3.10.0-1160.15.2cpx86_64

Edition: 64-bit

Build Number: 631

System Uptime: 31 minutes

Software Updates: no new recommended updates detected




Check Point Upgrade Service Engine (CPUSE)

- Mechanism for software deployment on the Gaia operating system.

« Supports deployment of:

* Single HotFixes (HF)
 HotFixAccumulators (Jumbo)

* Major Versions

Also known as Deployment Agent (DA).



CPUSE - Features

- Key Features:

ﬂ“

sk92449 - Check Point Upgrade Service Engine (CPUSE) -
Gaia Deployment Agent




Hotfixes

Private package — hotfix that is Guidelines

available only to limited audiences. _
- By default, downloaded and installed

- Download types: automatically.

* Manual  Full installation and upgrade packages

. require manual installation.
e Automatic 9

« Scheduled (daily, weekly, « Installation requirements:

monthly, only once) « Define mail notifications for completed package
actions and new package updates.

* Then run the software download and
installation.



®

PLEASE

NOTE

A CPUSE policy must be defined before a user
can download and run updates.

CPUSE and Hotfixes are discussed in greater
detail in Chapter 11.



1. List the two main shells that the Gaia
operating system provides.

2. Which shell is most restrictive?

Review

Questions

3. What is the default shell?

4. What is the default password for Expert
mode?




Lab 2A

Installing the
Primary Security
Management
Server




Lab 2B

Installing a
Security
Gateway




Lab 2C

Configuring
Objects in
SmartConsole




