
CHECK POINT GATEWAY AND SERVER
DEPLOYMENT

CHAPTER 2



• Describe the basic functions 
of the Gaia operating system.

• Identify the basic workflow to 
install Security Management 
Server and Security Gateway 
for a single-domain solution.



Three-Tiered Architecture





• Requires operating-
level settings:
• IP addresses
• Network interfaces
• Routing parameters
• System updates and 

backup settings
• User authentication, 

permissions, roles

CLI (Command Line Interface)
• Gaia Clish
• Bash

GUI (Graphical User Interface)
• Gaia Portal browser-based 

shell



In computing, a shell is a software program that 
lets users interact with a computer by giving it 
instructions. 



Security Management Server - Management processes
Security Gateway - Firewall and VPN processes

Security Management Server – Gaia only (no enforcement 
modules)
Security Gateway - Gaia + Firewall & VPN Kernels

Security Management Server - Smart-1 appliances or open server
Security Gateway - Quantum Security Gateway



• Easy-to-use CLI for 
command 
execution.

• Enhanced Help 
system with auto-
completion.

• Two types:
• Gaia Clish (default)

• Bash (Expert mode)



1. Connect using:

• SSH (secure shell)

• Gaia Portal (web browser)

• SmartConsole

2. Log in with the Clish username and 
password.

• Default is admin and admin (on 
appliances)

• Configured during Gaia install (on open 
servers)



1. After logging into Clish, run 
the following command:
expert

2. When prompted, type the 
password.

3. Type exit to exit Expert 
mode and return to Clish.



Working with Gaia Commands

Command Description

show commands View all commands the user 
has permissions to run.

show commands feature <TAB> View list of features.

show commands op <SPACE> <TAB> Show all possible operations.

show version all Show full system version 
information.

Syntax: 
 operation feature parameter



Guidelines for Gaia Commands 

• Log out of the CLI after completing your 
session.

• Limit access to the Export mode to only those 
who are trained and experienced with CLI 
usage and operation.

• The syntax for many commands is case-
sensitive.



Gaia Clish 

Expert Mode

Be aware if you 
are you working 
in the Gaia 
Clish or Expert 
mode.



Run using the 
CLI Expert mode 
or Gaia Portal.





• Web-based interface for appliances and 
open servers running Gaia.

• Features include:

• Clientless access from supported 
browsers

• First Time Configuration Wizard
• Network Management
• System Management
• User Management
• Maintenance
• Web access to the CLI



• From a supported browser, navigate to:

https://<IP Address of Gaia Management Interface>

You can also access the Gaia Portal 
from SmartConsole.



1. View mode 

2. Toolbar (top) 

3. Navigation tree 
(left side)

The browser Back button is not supported. Do not use it.



Basic Mode Advance Mode



If you log in and no 
other user has 
Read/Write access, 
you get an exclusive 
configuration lock with 
Read/Write access. 



• If a user already has the 
configuration lock, you can 
override the user's lock. 

• If you override the lock, the 
other user stays logged in with 
Read-Only access. 

• If you do not override the lock, 
you cannot modify the settings.

• Read/Write access privileges 
are required to override a 
configuration lock.

Be careful about overriding the lock. 
Settings cannot be modified. 



Use the Terminal to run CLI 
commands.



Use for notes or quick 
copy/paste operations.



• Used to navigate to other pages, 
including:

• Network Management

• System Management

• User Management

• Maintenance











• Mechanism for software deployment on the Gaia operating system.

• Supports deployment of:

• Single HotFixes (HF)

• HotFixAccumulators (Jumbo)

• Major Versions

Also known as Deployment Agent (DA).



• Key Features:

Smart Fast Safe

sk92449 - Check Point Upgrade Service Engine (CPUSE) - 
Gaia Deployment Agent



Private package – hotfix that is 
available only to limited audiences.

• Download types:

• Manual

• Automatic

• Scheduled (daily, weekly, 
monthly, only once)

Guidelines

• By default, downloaded and installed 
automatically.

• Full installation and upgrade packages 
require manual installation.

• Installation requirements:

• Define mail notifications for completed package 
actions and new package updates.

• Then run the software download and 
installation.



A CPUSE policy must be defined before a user 
can download and run updates. 

CPUSE and Hotfixes are discussed in greater 
detail in Chapter 11.



1. List the two main shells that the Gaia 
operating system provides.

2. Which shell is most restrictive?

3. What is the default shell?

4. What is the default password for Expert 
mode?








